Central Bank of Bangladesh Cyber Heist
It’s a Wicked World and cyber crime is rising exponentially around the world. Soft targets such as the Central Banks in poor countries provide cyber criminals with large profits and a high probability of success. How can Security and Risk Professionals prevent these attacks from being successful? Create a culture of risk awareness in your organisation.

The first indication that something didn’t look right was a, now famous, spelling mistake in a SWIFT transfer picked up by proactive bank staff in New York. A non-existent company was discovered to be the recipient of a large transfer amount.


The bank staff in New York tried to notify their counterparts at the Central Bank of Bangladesh that a fraud was being perpetrated but the weekend in Bangladesh falls on Friday and Saturday so noone picked up the call in Bangladesh and the theft continued longer than it should have.

The bank staff in New York and Bangladesh was vigilant and proactive and the amount that could have been stolen was mitigated, reportedly from $870mil to $81mil. However there was insufficient reporting in place in Bangladesh and noone told the Governor. As a consequence he lost his job and the Central Bank’s reputation.

Key Takeaways 
Warning signs of cyber attacks are evolving. Critical infrastructure needs 24/7 surveillance. Reporting lines need to be clear and effective. Creating a culture of security risk awareness in Central Banks will help prevent or mitigate financial and emotional losses from cyber attacks. 

